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Description 

INTEGRATED VOICE AND DATA 
INTEROPERABILITY PLATFORM 

Background of Invention 

[0001] The present invention generally relates to communications 
between agencies that utilize potentially incompatible 
communication systems and more particularly to a com- 
munication coordination system that provides both voice 
and data communications between such agencies. 

[0002] Government agencies at all levels are grappling with how 
to coordinate and respond to public safety incidents. In 
recent years this problem has been acknowledged, but 
given relatively low priority. Since September 11, 2001, 
this need for interoperability has become urgent. Tradi- 
tionally, these agencies independently acquire communi- 
cations technology designed primarily for intra-agency 
communications. Consequently, when units from different 
first responder organizations respond to the same inci- 
dent, they are often unable to communicate directly with 



one another over their incompatable, different communi- 
cation networks and systems. The invention discussed be- 
low provides a solution that allows these different com- 
munication networks to communicate effectively using 

both voice and data. 
Summary of Invention 

[0003] The invention provides a communication server that in- 
cludes a message transfer unit that transfers messages 
sent between a first user communicating under a first 
communication system and a second user communicating 
under a second communication system. Each of the in- 
compatible communications systems may include wired 
and wireless components. For example, the communica- 
tion systems could each comprise a plurality of mobile 
wireless transceivers and a plurality of land-based 
transceivers that are used by emergency-response orga- 
nizations. These communication systems may be inca- 
pable of communicating directly with each other. 

[0004] The communication server may also include a translator 
connected to the message transfer unit. The translator 
translates messages sent from the first communication 
system into a format compatible with the second commu- 
nication system and vice versa. 



[0005] The communication server also has a voice- 
over-Internet-protocol (VoIP) unit connected to the mes- 
sage transfer unit, so that messages are transmitted 
through the communication server in a VoIP format. Thus, 
messages are transferred between the communication 
systems using discrete Internet protocol addresses. 

[0006] a voice/data converter can be included with the commu- 
nication server. The voice/data converter is used to con- 
vert voice messages into data messages and data mes- 
sages into voice messages. Thus, with the invention, a 
voice user in the first communication system may trans- 
parently communicate with a data user in the second 
communication system (and vice versa) through the com- 
munication server. Additionally, the communication server 
can provide an instant messaging unit that allows instant 
messaging between the communication systems. 

[0007] The communication server can include a registration unit 
that associates users of multiple incompatible communi- 
cation systems. This allows the invention to restrict com- 
munications between the users by incident and by regis- 
tration. 

[0008] using this system, the invention presents a method of 

providing communications between different communica- 



tion systems. The invention connects the first communi- 
cation system and the second communication system to 
the communication server and translates messages sent 
from the first communication system into a format com- 
patible with the second communication system and vice 
versa, using the communication server. Again, the inven- 
tion transmits voice messages between the first commu- 
nications system and the second communications system 
through the communication server in a voice- 
over-Internet-protocol VoIP format using discrete Internet 
protocol addresses. 

[0009] The invention can translate voice messages to data mes- 
sages and data messages to voice messages. Thus, as ex- 
plained above, a voice user in a first communication sys- 
tem may transparently communicate with a data user in 
the same or a second communication system through the 
communication server. The invention can also send in- 
stant messaging between the first communication system 
and the second communication system so as to provide 
real-time communication between users of the different 
communication systems. 

[0010] The invention can restrict communications between users 
of multiple communication systems by incident and by 



those users who have associated themselves with a spe- 
cific incident. In such a situation, the invention first iden- 
tifies the incident and then associates at least one user of 
a first communication system and at least one user of a 
second communication system with the incident. Then, 
the invention connects the first user and the second user 
to the communication server and translates messages 
sent from the first user"s communication system into a 
format compatible with the second user"s communication 
system and vice versa. 
[0011] These, and other, aspects and objects of the present in- 
vention will be better appreciated and understood when 
considered in conjunction with the following description 
and the accompanying drawings. It should be understood, 
however, that the following description, while indicating 
preferred embodiments of the present invention and nu- 
merous specific details thereof, is given byway of illustra- 
tion and not of limitation. Many changes and modifica- 
tions may be made within the scope of the present inven- 
tion without departing from the spirit thereof, and the in- 
vention includes all such modifications. 
Brief Description of Drawings 

[0012] Th e invention will be better understood from the following 



detailed description with reference to the drawings, in 
which: 

[0013] Figure 1 is a schematic diagram of a system according to 
the invention; 

[0014] Figure 2 is a schematic diagram of a system according to 
the invention; 

[0015] Figure 3 is a flow diagram illustrating a preferred method 

of the invention; and 

[0016] Figure 4 is a flow diagram illustrating a preferred method 

of the invention. 
Detailed Description 

[0017] As mentioned above, when units from different first re- 
sponder organizations respond to the same incident, they 
are often unable to communicate directly with one another 
over their incompatable, different communication net- 
works and systems. To address this problem, the inven- 
tion provides a solution that allows these different com- 
munication networks to communicate effectively using 
both voice and data. 

[0018] More specifically, these "first responder" organizations 

(e.g., the first governmental or similar agencies to render 
assistance to an accident or incident) need to enable in- 
teroperability in both data communications and voice 



communications systems. These different (and potentially 
incompatable) communication systems of the different 
agencies may not be able to communicate directly with 
one other. Therefore, the invention provides a technical 
and operational platform that supports data and voice in- 
teroperability, leveraging modern, web-enabled systems 
to provide interoperable data and Voice Over IP (VoIP) 
communications between such incompatable systems of 
the different agencies. 
[0019] The present invention extends the IBM Mobile Messaging 
Global Directory, available from International Business 
Machines, Armonk, NY, USA (e.g., see U.S. Patent Applica- 
tion Serial Number 10/037,425, U.S. Patent Publication 
20030125022, which is incorporated herein by reference) 
to incorporate voice over Internet protocol (VoIP) technol- 
ogy within the same infrastructure. The invention provides 
the ability to support many of the same interoperability 
and incident management functions using a voice inter- 
face, voice-to-data and data-to-voice conversion capabil- 
ity, and discreet IP addressability for voice users. Thus, 
the invention extends the Global Directory capabilities 
(i.e., personalization, collaboration, security, incident co- 
ordination audit and recording) to voice. Additionally, 



functions such as instant messaging between a user on a 
data device and a user on a voice device are provided by 
the invention. 

[0020] The invention provides "first responder" interoperability. 

Interoperability, in a first responder situation, involves two 
distinct steps. The first step is a discovery step, where 
people or agencies identify incidents that require a re- 
sponse, and associate themselves, through their commu- 
nication systems, with that incident. The second step is a 
mechanism to activate communication with other users 
related to the incident, using either voice or textual mes- 
sages (as in instant messaging), or a combination of both. 

[0021] The invention is very efficient and can utilize just one 

common infrastructure using a Global Directory and a web 
based application to perform the "discovery" process. 
Each first responder can select a mode of communication 
(i.e., textual message, voice or both) and then actually 
communicate from a variety of end user devices (laptops, 
hand helds, wireless, wired, etc.) with first responders us- 
ing different communication systems/networks. The in- 
vention is not limited to any specific network for carrying 
the text or voice traffic. Therefore, the invention is appli- 
cable to many architecture, many management systems, 



many forms of user profiles, etc. 

[0022] The present invention and the various features and ad- 
vantageous details thereof are explained more fully with 
reference to the nonlimiting embodiments that are illus- 
trated in the accompanying drawings and detailed in the 
following description. It should be noted that the features 
illustrated in the drawings are not necessarily drawn to 
scale. Descriptions of well-known components and pro- 
cessing techniques are omitted so as to not unnecessarily 
obscure the present invention. The examples used herein 
are intended merely to facilitate an understanding of ways 
in which the invention may be practiced and to further en- 
able those of skill in the art to practice the invention. Ac- 
cordingly, the examples should not be construed as limit- 
ing the scope of the invention. 

[0023] one example of the invention is graphically depicted in 

Figure 1. More specifically, item 10 shows the data access 
portion of the invention that includes a number of 
databases (DB 1 - DB n) and the legacy data access that 
uses specific adapters. The data access portion of the in- 
vention provides the capability to access and aggregate 
data from agency information systems/ backend data 
sources. Specifically, the data access portion of the inven- 



tion provides the following capabilities. The invention can 
access multiple back-end data sources/ information sys- 
tems for data retrieval, standardize data from multiple 
sources into well-defined sub-objects and fields, return 
data to the calling object in a standardized XML docu- 
ment, allow the addition of new data sources without af- 
fecting existing code, provide availability of data for sub- 
sequent queries for an existing session, and expire data 
objects and remove them from memory when no longer 
neededStandardized XML will be used when those stan- 
dards exist for communication between components of 
the system and with external agencies. 
[0024] core functionality of the invention is shown as item 11 

and includes functions such as incident directory, person- 
alization, collaboration, security, incident management, 
incident coordination, recording, and audit. These func- 
tions areextensions of the IBM Mobile Messaging Global 
Directory. 

[0025] The incident directory functions organize incidents for 

presentation and collaboration for the duration of an inci- 
dent. From the time an incident is initially registered until 
the incident is closed, users of the system can view infor- 
mation about the incident, register themselves as mem- 



bers of the incident group, be registered as members of 
the incident group by an authorized user such as a dis- 
patcher or incident commander, and interact by voice with 
other users in the incident individually or as a group. 

[0026] The incident directory also provides the capability to trig- 
ger automated notifications based on the content of key 
fields in the incident directory. The personalization func- 
tion allows users to maintain personal profiles including 
their identification data, organizational affiliations, roles, 
skills, and availability, and define incident and activity at- 
tributes that will trigger automatic notifications addressed 
to themselves or alerts addressed to predefined groups of 
users or all users. 

[0027] The collaboration function enables users to communicate 
with one another and with groups in real-time through in- 
stant messaging and voice communications. This function 
also enables collaboration with users not immediately 
available through alerts, notifications, e-mails, and 
recorded voice messages. These capabilities utilize IP and 
VoIP technologies. 

[0028] The security function is performed by implementation of 
security profiles for organizations, units within organiza- 
tions, predefined user roles and individuals. Authentica- 



tion and verification is implemented using user IDs and 
passwords. These security measures are in addition to 
communications security, database access control, en- 
cryption and hardware-based security utilized elsewhere 
in the system. 

[0029] incident management is implemented by associating an 
instant messaging session with each incident (Main 
Room). Through this function, users can self assign or be 
assigned individually or be assigned along with all mem- 
bers of a group to the Main Room representing the inci- 
dent or to any number of rooms created within the main 
room on one or more levels to enable specialized teams to 
focus on assignments by an incident coordinator or com- 
mander. Incident activities can be managed from a variety 
of locations. Incident Management activities can be regis- 
tered and shared with other organizations on a real-time 
basis and logged for reporting and evaluation purposes. 

[0030] incident Coordination is handled real-time using the in- 
stant messaging and notification features of the applica- 
tion. The ability to organize instant message chat dialogs 
into rooms and rooms within rooms, allows first respon- 
ded to communicate with each other without the clutter 
of other incident-related activities. This feature, based 



upon IP and VoIP technologies provides the same focus of 
communications among those communicating via data 
and via voice. As these communications take place during 
an incident, the centralization of these communications 
provides a centralized incident coordination capability. 

[0031] The query function provides an ability to inquire on a vari- 
ety of information relevant to an incident contained in 
disparate systems. Connectivity to other agency applica- 
tions and other agency databases as well as public and 
private data repositories, provides a virtual centralized 
query capability. Queries for data to support criminal in- 
quiries, vehicle information, hazardous conditions and 
materials, building pre-plans, evacuation roots, building 
layouts are examples of types of supported queries. 

[0032] The recording and audit function is provided by imple- 
menting a transaction journaling capability using the IP, 
VoIP and database technologies. All incident management 
activities, user communications and other user transac- 
tions are journaled in an activity repository. During an in- 
cident, this repository enables user playback of voice 
communications and scroll back of instant message and 
email communications to promote clarity and avoid un- 
necessary repetition of communications. This function 



also enables after action performance review and detailed 
audit capability. 

[0033] item 12 in Figure 1 illustrates the voice and data inter- 
faces including voice-to-data and data-to-voice which are 
IP addressable. Item 12 also illustrates the data channels, 
voice over Internet protocol channels and radio channel 
management. This portion of the invention provides data 
and VoIP channel management, interoperability between 
VoIP and data users, and interfaces to commercial- 
off-the-shelf (COTS) land mobile radio (LMR) bridging 
products. Specifically, this portion of the invention pro- 
vides voice-to-data conversion, data-to-voice conversion, 
data channel management, VoIP channel management, in- 
terface for voice user control of COTS LMR bridging prod- 
ucts, and interface for data user control of COTS LMR 
bridging products. 

[0034] it em 13 illustrates the end user devices which can include 
desktop clients, mobile clients (in-vehicle laptops, mobile 
laptops, PDAs, etc.), as well as land mobile radios 
(LMRs).user devices can include the following. However, 
those skilled in the art will recognize that other end user 
devices could also be used. 

[0035] Desktop clients include any computing machines with 



network connectivity installed in a fixed environment uti- 
lizing browser-based technology or client software capa- 
ble of supporting Internet protocols. Desktop clients re- 
quire wired or wireless connectivity to the Internet or an 
intranet on which the invention application system co- 
resides. 

[0036] Mobile Clients are a category of portable computing ma- 
chines utilizing browser-based technology or client soft- 
ware capable of supporting Internet protocols. Mobile 
clients are not physically connected to a network, but are 
connected via one or more pre-defined radio frequency 
communications modes. Mobile clients include in-vehicle 
laptops that communicate to a central location thru land 
mobile radio signals or other wireless communications 
modes such as CDPD, 1XRTT, EVDO, GPRS, Wi-Fi, Personal 
Digital Assistants (PDAs) and handheld computing devices 
that can connect to the Internet/intranet using Wi-Fi or 
LAN attached network such as Ethernet, and portable 
computing devices and other commercially available pro- 
prietary computing devices that can attach to the Internet 
or an intranet via wireless or LAN attached networks. 

[0037] |_ anc | mobile radio systems include proprietary and non- 
proprietary radio systems, conventional and trunked, in- 



eluding software-enhanced wireless telephones, two-way 
radios and messaging products that utilize these tech- 
nologies. 

[0038] This approach provides a strategic direction for high- 
function VoIP interoperability capabilities. Additionally, 
the overall approach can integrate commercial- 
off-the-shelf (COTS) land mobile radio bridging products 
to provide a tactical solution for radio channel interoper- 
ability. 

[0039] Figure 2 illustrates the inventive communication server 

200 that includes a message transfer unit 201 that trans- 
fers messages sent between a first user 212 communicat- 
ing under a first communication system 210 and a second 
user 222 communicating under a second communication 
system 220. As shown in Figure 2, the communication 
systems 210, 220 could each comprise a plurality of wired 
and wireless transceivers 211-214 and 221-224 that 
could be used by, for example, emergency-response or- 
ganizations. These communication systems 210, 220 may 
be incapable of communicating directly with each other. 
While only two systems are illustrated, one ordinarily 
skilled in the art would understand that the communica- 
tion server 200 could be connected to a large number of 



very diverse communication systems. 

[0040] The communication server 200 also includes a translator 
202 connected to the message transfer unit 201. The 
translator 202 translates messages sent from the first 
communication system 210 into a format compatible with 
the second communication system 220 and vice versa. 

[0041] The communication server 200 also has a voice- 
over-Internet-protocol (VoIP) unit 203 connected to the 
message transfer unit 201, so that messages can be 
transmitted through the communication server 200 in a 
VoIP format. Messages are transferred between the com- 
munication systems 210, 220 using discrete Internet pro- 
tocol addresses. 

[0042] a voice/data converter 204 can be included with the com- 
munication server 200. The voice/data converter 204 is 
used to convert voice messages into data messages and 
data messages into voice messages. Thus, with the inven- 
tion, a voice user in the first communication system 210 
may transparently communicate with a data user in the 
same or a second communication system 220 (and vice 
versa) through the communication server 200. Addition- 
ally, the communication server 200 can provide an instant 
message unit 205 that allows instant messaging between 



the communication systems. 
[0043] The communication server 200 can include a registration 
unit 206 that associates users with an incident. This al- 
lows the invention to restrict communications between the 
users by incident and by registration. Therefore, the in- 
vention only transfers messages between users who have 
registered for an incident. Further, the invention can 
maintain many incidents simultaneously and users are 
permitted to register for multiple simultaneous incidents. 
Thus, for a user to be able to send and receive voice or 
data messages related to a specific incident, the user 
must register for that incident with the communication 
server 200. 

[0044] The communication server 200 can also include a central 
processing unit 207 and a memory 208 for processing in- 
formation between the units, performing mathematical 
calculations, storing information (such as user"s incident 
registrations, etc.) temporarily or permanently, etc. All the 
devices are interconnected with one another by a common 
bus system or other similar electrical connections. 

[0045] As shown in flowchart form in Figure 3, the invention 

presents a method of providing communications between 
different communication systems. As shown in item 300, 



the invention connects the first communication system 
210 and the second communication system 220 to the 
communication server 200 and translates messages sent 
from the first communication system 210 into a format 
compatible with the second communication system 220 
and vice versa (item 302), using the communication server 
200. Again, the invention transmits voice messages (item 
304) between the first communications system and the 
second communications system through the communica- 
tion server 200 in a voice-over-Internet-protocol VoIP 
format using discrete Internet protocol addresses. 
[0046] The invention can translate voice messages to data mes- 
sages and data messages to voice messages (item 306). 
Thus, as explained above, a voice user in a first communi- 
cation system 210 may transparently communicate with a 
data user in the same or a second communication system 
220 through the communication server 200. The invention 
can also send instant messaging between the first com- 
munication system 210 and the second communication 
system 220 (item 308) so as to provide real-time commu- 
nication between users of the different communication 
systems. 

[0047] a s shown in the flowchart in Figure 4, the invention can 



restrict communications between users of incompatible 
communication systems by incident and depending upon 
those users who have associated themselves with a spe- 
cific incident. In such a situation, the invention first iden- 
tifies the incident (item 400) and then associates at least 
one user of a first communication system 210 and at least 
one user of a second communication system 220 with the 
incident (item 402). Then, the invention connects the first 
communication system 210 and the second communica- 
tion system 220 to the communication server 200 (item 
404) and translates messages sent from the first commu- 
nication system 210 into a format compatible with the 
second communication system 220 and vice versa (item 
406). 

[0048] users of the invention will obtain the following benefits. 
The invention achieves communications between existing 
incompatible communication systems without discarding 
or significantly altering the existing systems. Also, the in- 
vention enables communications sessions between data 
users, VoIP communication users, and users of client 
types including land-line telephone, cell phone, and land 
mobile radio. Further, the invention enables incident re- 
sponse communication teams, with members from agen- 



cies that use incompatible communication systems. The 
multi-agency teams can be created by shift, geographic 
location, discipline, special skill, and other parameters. 
Additionally, the invention enables a user to identify and 
communicate with users from other agencies for specific 
purposes and enables a user to identify and communicate 
with users from other agencies about specific incidents. 
The invention enables a user to identify and communicate 
with users based on unique user search criteria, i.e. shift, 
geographic location, discipline, special skill, and other pa- 
rameters. As shown above, the invention enables the mix- 
ing of VoIP and data users simultaneously in the same 
communication session, i.e. instant messaging and voice- 
to-text, and enables event-driven invocation of a commu- 
nication session, combining data and voice users. 
[0049] other applications and environments that would benefit 
from the invention include commercial environments in- 
volving users of multiple, disparate communication sys- 
tems (i.e. package delivery services); major event manage- 
ment environments (i.e. major sports events, large con- 
cernts) involving multiple entities responsible for event 
logistics as well as safety, where the multiple entities use 
disparate communication systems; and any similar envi- 



ronment involving multiple entities with a need to com- 
munication, where the entities use incompatible commu- 
nication systems. 

[0050] while the invention has been described in terms of pre- 
ferred embodiments, those skilled in the art will recognize 
that the invention can be practiced with modification 
within the spirit and scope of the appended claims. 

[0051] what is claimed is: 



